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1.4 RATIONALE 

The CCSDS believes it is important to document the rationale underlying the 
recommendations chosen, so that future evaluations of proposed changes or improvements 
will not lose sight of previous decisions.   

1.5 DOCUMENT STRUCTURE 

This document is divided into seven numbered sections and four annexes: 

a) section 0 presents the purpose, scope, applicability and rationale of this 
Recommended Standard and lists the conventions, definitions, and references used 
throughout the Recommended Standard; 

b) section 2 provides an overview of synchronization and channel coding; 

c) section 3 specifies the Bose-Chaudhuri-Hocquenghem (BCH) coding; 

d) section 4 specifies Low-Density Parity-Check (LDPC) coding; 

e) section 5 specifies the Communications Link Transmission Unit (CLTU); 

f) section 6 specifies the randomizer; 

g) section 7 specifies the Physical Layer Operations Procedures (PLOPs); 

h) section 8 lists the managed parameters associated with synchronization and channel 
coding; 

i) annex A defines the service provided to the users; 

j) annex B discusses security, Space Assigned Numbers Authority (SANA), and patent 
considerations with respect to this document; 

k) annex C lists acronyms and terms used within this document; 

l) annex D provides a list of informative references.; 

m) annex D lists the changes from the older CCSDS Recommended Standard (reference 
[C2]). 

1.6 CONVENTIONS AND DEFINITIONS 

1.6.1 DEFINITIONS 

1.6.1.1 Definitions from the Open Systems Interconnection (OSI) Basic Reference 
Model 

This Recommended Standard makes use of a number of terms defined in reference [2].  The 
use of those terms in this Recommended Standard shall be understood in a generic sense; i.e., 
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1.7 REFERENCES 

The following documents contain provisions which, through reference in this text, constitute 
provisions of this Recommended Standard.  At the time of publication, the editions indicated 
were valid.  All documents are subject to revision, and users of this Recommended Standard 
are encouraged to investigate the possibility of applying the most recent editions of the 
documents indicated below.  The CCSDS Secretariat maintains a register of currently valid 
CCSDS Recommended Standards. 

[1] TC Space Data Link Protocol. Issue 23. Recommendation for Space Data System 
Standards (Blue Book), CCSDS 232.0-B-23. Washington, D.C.: CCSDS, September 
20102015. 

[2] Information Technology—Open Systems Interconnection—Basic Reference Model: The 
Basic Model. 2nd ed. International Standard, ISO/IEC 7498-1:1994. Geneva: ISO, 
1994. 

[3] Information Technology—Open Systems Interconnection—Basic Reference Model—
Conventions for the Definition of OSI Services. International Standard, ISO/IEC 
10731:1994. Geneva: ISO, 1994. 

[4] Radio Frequency and Modulation Systems—Part 1: Earth Stations and Spacecraft. 
Issue 2225. Recommendation for Space Data System Standards (Blue Book), CCSDS 
401.0-B-2225. Washington, D.C.: CCSDS, January 2013February 2015. 

[5] Space Link Extension—Forward CLTU Service Specification. Issue 3. 
Recommendation for Space Data System Standards (Blue Book), CCSDS 912.1-B-3. 
Washington, D.C.: CCSDS, July 2010. 

NOTE – Informative references are listed in annex D. 
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2 OVERVIEW 

2.1 ARCHITECTURE 

Figure 2-1 illustrates the relationship of this Recommended Standard to the Open Systems 
Interconnection (OSI) reference model (reference [2]).  Two sublayers of the Data Link 
Layer are defined for CCSDS space link protocols.  The TC Space Data Link Protocols 
specified in reference [1] corresponds to the Data Link Protocol Sublayer, and provides 
functions for transferring data using the protocol data unit called the Transfer Frame.  The 
Synchronization and Channel Coding Sublayer provides additional functions necessary for 
transferring Transfer Frames over a space link.  These functions are error-control 
coding/decoding, codeword delimiting/synchronizing codeblocks, and bit transition 
generation/removal. 

The Physical Layer provides the RF channel and the techniques required to operate it as, e.g., 
modulation, demodulation, and bit/symbol synchronization. This Recommended Standard 
includes also the Physical Layer Operations Procedures (PLOP), performed in the Physical 
Layer, that are used to transmit CLTUs specified in this document. The other specifications 
of the Physical Layer are contained in reference [4]. 

TC SPACE DATA LINK

PROTOCOL

PHYSICAL LAYERPHYSICAL LAYER

NETWORK AND

UPPER LAYERS

CCSDS LAYERSOSI LAYERS

NETWORK AND

UPPER LAYERS

CCSDS

PROTOCOLS

DATA LINK
PROTOCOL
SUBLAYERDATA LINK LAYER

TC SYNCHRONIZATION

AND

CHANNEL CODING

SYNCHRONIZATION
AND CHANNEL

CODING SUBLAYER

RADIO FREQUENCY AND
MODULATION SYSTEMS—
PART 1: EARTH STATIONS

AND SPACECRAFT  

Figure 2-1:  Relationship with OSI Layers 

2.2 SUMMARY OF FUNCTIONS 

2.2.1 FUNCTIONS 

The Synchronization and Channel Coding Sublayer provides the following four functions for 
transferring Transfer Frames over a space link: 

a) error-control coding; 
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b) synchronization; 

c) pseudo-randomizing (optional); and 

d) repeated transmissions (optional). 

2.2.2 ERROR-CONTROL CODING 

This Recommended Standard specifies an error-control coding method using a modified 
BCH code.  This is described in section 3. 

This Recommended Standard specifies two error-control coding methods.  One uses a 
modified BCH code as described in section 3; the other uses LDPC codes as described in 
section 4. 

The modified BCH code specified in this Recommended Standard may be decoded either in 
an error-detecting mode or in an error-correcting mode, depending on mission requirements.  
The LDPC codes are typically decoded from soft symbols and operate at a lower Signal to 
Noise Ratio (SNR). The Frame Error Control Field (FECF) defined in reference [1] may be 
used to reduce the probability of undetected errors, particularly when the modified BCH code 
is chosen, and it is decoded in an error-correcting mode. 

NOTE – In this Recommended Standard, the characteristics of the codes are specified only 
to the extent necessary to ensure interoperability and cross-support.  The 
specification does not attempt to quantify the relative coding gain or the merits of 
each approach discussed, nor the design requirements for encoders or decoders. 

2.2.3 SYNCHRONIZATION  

This Recommended Standard specifies a method for synchronizing BCH 
Codeblockscodewords using a data unit called the Communications Link Transmission Unit 
(CLTU), which consists of a Start Sequence, BCH Codeblocksor LDPC codewords, and an 
optional Tail Sequence.  This is described in section 4. 

The Start  Sequence of the CLTU may also be used for resolution of data ambiguity (sense of 
‘1’ and ‘0’) if data ambiguity is not resolved by the modulation method used in the Physical 
Layer. 

This Recommended Standard also specifies a procedure called the Physical Layer Operations 
Procedure (PLOP) for activating and deactivating the physical communications channel so 
that the Physical Layer of the receiving end can achieve and maintain bit synchronization. 

NOTE – Although PLOP belongs to the Physical Layer, it is included in this 
Recommended Standard because it must be used to transmit CLTUs specified in 
this document.  The other specifications of the Physical Layer are contained in 
reference [4]. 
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2.2.4 PSEUDO-RANDOMIZING 

This Recommended Standard specifies an optional randomizer to improve bit transition 
density as an aid to bit synchronization.  This is described in section 6. 

NOTE – For brevity, the word ‘random’ is used in place of ‘pseudo-random’ throughout 
this document.  See annex C. 

2.2.5 REPEATED TRANSMISSIONS 

This Recommended Standard specifies an option for repeated transmissions of Transfer 
Frames. Annex A contains the service definition for the user in a higher sublayer to request 
data transfer, including an optional Repetitions parameter for repeated transmissions. This 
Recommended Standard does not specify how the repeated transmissions are performed 
within the Synchronization and Channel Coding Sublayer. Availability of the repeated 
transmissions option is in accordance with parameters set by management. 

2.3 INTERNAL ORGANIZATION OF SUBLAYER 

2.3.1 SENDING END 

Figure 2-2 shows the internal organization of the Synchronization and Channel Coding 
Sublayer of the sending end together with the Physical Layer.  This figure identifies 
functions performed by the sublayer and by the Physical Layer and shows logical 
relationships among these functions.  The figure is not intended to imply any hardware or 
software configuration in a real system. 

At the sending end, the Synchronization and Channel Coding Sublayer accepts Transfer 
Frames from the Data Link Protocol Sublayer (see figure 2-1), performs functions selected 
for the mission, and delivers CLTUs to the Physical Layer.  If necessary, fill data are added 
either before or after randomization to complete the integral number of BCH 
Codeblockscodewords.  The Physical Layer transmits CLTUs using the PLOP. 
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Figure 2-2:  Internal Organization of the Sublayer at the Sending End and Interaction 
with the Physical Layer 
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2.3.2 RECEIVING END 

Figure 2-3 shows the internal organization of the Synchronization and Channel Coding 
Sublayer of the receiving end.  This figures identifies functions performed by the sublayer 
and shows logical relationships among these functions.  The figure is not intended to imply 
any hardware or software configuration in a real system. 

At the receiving end, the Synchronization and Channel Coding Sublayer accepts streams of 
channel bits together with information on the state of the physical communications channel 
from the Physical Layer, performs functions selected for the mission, and delivers Transfer 
Frames (possibly incomplete or with fill data) to the Data Link Protocol Sublayer. 

Transfer Frames (+Fill)

Random Sequence Removal (optional)

Search for Start Sequence

(Randomized) Transfer Frames (+Fill)

Channel Bits

Data Link ProtocolSublayer

Physical Layer

BCH Decoding

BCH Codeblocks+Tail Sequence

 

Transfer Frames (+Fill)

Random Sequence Removal (if necessary)

Search for Start Sequence

(Randomized) Transfer Frames (+Fill)

Channel Symbols

Data Link Protocol Sublayer

Physical Layer

BCH or LDPC Decoding

Codewords + Tail Sequence

 

Figure 2-3:  Internal Organization of the Sublayer at the Receiving End 
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3 BCH CODING 

3.1 INTRODUCTION 

The Synchronization and Channel Coding Sublayer establishes the reliable, error-controlled 
data channel through which user data bits may be transferred.  The data are encoded to 
reduce the effects of noise in the Physical Layer on the user data.  A modified Bose-
Chaudhuri-Hocquenghem (BCH) code has been chosen to provide this protection.   

3.2 CODEBLOCKCODEWORD FORMAT 

3.2.1 The BCH Codeblockcodeword format is a fixed-length data entity shown in figure 
3-1.  The Codeblockcodeword is formulated using a systematic coding technique which 
contains 56 information bits in the leading octets, and the error control bits in the last octet.  
The BCH Codeblockcodeword contains an integer number of octets with an overall length of 
8 octets (64 bits). 

56 INFORMATION BITS (may be
randomized)

I0, I1, I2, …, I55

7 PARITY CHECK
BITS

APPENDED
FILLER BIT

BCH CODEBLOCK

INFORMATION ERROR CONTROL

P'0, P'1, …, P'6 F0

 

56 INFORMATION BITS (may be
randomized)

I0, I1, I2,…, I 55

7 PARITY CHECK
BITS

APPENDED
FILLER BIT

BCH CODEWORD

ERROR CONTROLINFORMATION

P'0,P' 1,…,P' 6 F0

 

Figure 3-1:  BCH CodeblockCodeword Format 

3.2.2 The COMPLEMENTS of the seven parity check bits, P0 through P6, are located in 
the first seven bits of the last octet of the BCH Codeblockcodeword.  The complements are 
used to aid in maintaining bit synchronization and detection of bit slippage.  The encoding 
procedure for generating these parity bits is described in 3.3. 

3.2.3 The last bit of the last octet, F0, is a Filler Bit appended to provide an overall 
Codeblockcodeword length which is an integer number of octets.  This Filler Bit shall always 
be a zero. 
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3.3 ENCODING PROCEDURE 

3.3.1 A systematic block coding procedure shall be used which always generates 7 parity 
check bits per Codeblockcodeword and which shall always be computed from 56 information 
bits.  The parity check bits are then COMPLEMENTED and placed into the 
Codeblockcodeword as shown in figure 3-1. 

3.3.2 The code used is a (63,56) modified Bose-Chaudhuri-Hocquenghem (BCH) code 
which uses the following generator polynomial to produce the seven parity bits: 

g(x) = x7 + x6 + x2 + 1 

NOTE – The code generator implementation is shown in figure 3-2.  The shift registers are 
initialized to zero.  The ganged switch is in position 1 while the 56 information 
bits are being transmitted, in position 2 for the seven parity bits, and in position 3 
for the appended Filler Bit. 

X0
X1 X2 X3

X4 X5 X6 I

ZERO

(2)

(3)

(1)

(2)
(3)

ZERO

(1)

CODED
DATA
OUTPUT

INFORMATION BITS I 0 • • •    I 55

PARITY BITS

P P P P P PP
6 5 4 3 2 1 0

 

Figure 3-2:  (63,56) Modified BCH Code Generator 

3.4 FILL DATA 

3.4.1 If the Transfer Frame(s) to be transmitted in a Communications Link Transmission 
Unit (CLTU) do not fit exactly within an integral number of BCH Codeblockscodewords, 
then the last octet(s) and ONLY the last octet(s) of the information field of the last 
Codeblockcodeword within the CLTU may contain ‘Fill’ bits.  The pattern of the fill shall 
consist of a sequence of alternating ‘ones’ and ‘zeros’, starting with a ‘zero’. 

3.4.2 The Synchronization and Channel Coding Sublayer may require the introduction of 
these fill data in the encoding process; they are not removed by the decoding process.  
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Removal of fill is the responsibility of the sublayer above, which delimits the end of the 
Transfer Frame(s) and discards extraneous bits (e.g., fill). 

3.4.3 If randomization is used, the fill data mentioned above shall be added either before or 
after randomization. 

NOTE – If randomization is being used, any fill octets that were added to the last 
Codeblockcodeword of the CLTU will be derandomized even if they were not 
randomized. 

3.5 DECODING PROCEDURE 

CodeblocksCodewords that have been encoded using the modified BCH code described in 
3.3 may be decoded either in an error-detecting mode (Triple Error Detection, or TED) or in 
an error-correcting mode (Single Error Correction, or SEC), depending on mission 
requirements.  When the error-detecting mode is chosen, one, two or three bits in error will 
be detected within the Codeblockcodeword (not counting the appended Filler Bit); when the 
error-correcting mode is chosen, one bit in error will be corrected and two bits in error will 
be detected. 

NOTE – The decoding procedure described in 3.5 assumes the use of a hard-limiting 
detector before decoding, but the use of a soft-limiting detector is not intended to 
be precluded. 
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4 LDPC CODING 

4.1 OVERVIEW 

The two LDPC codes defined here are systematic. Both are transparent, so phase ambiguities 
may be resolved either from the start sequence, or by another means after decoding. 

LDPC codes may be used to obtain greater coding gain than that provided by the BCH code. 

NOTES 

1 LDPC coding, by itself, cannot guarantee sufficient bit transitions to keep receiver 
symbol synchronizers in lock. Therefore, the Pseudo-Randomizer defined in section 5 
is required. 

2 These LDPC codes possess relatively large minimum distance for their block length, 
and undetected error rates lie several orders of magnitude below detected frame and 
bit error rates for any given operating signal-to-noise ratio. This property, especially 
if combined with the optional Frame Error Control Field (FECF) defined in 
reference [1], assures an extremely low undetected error rate. 

These LDPC codes are specified indirectly by an m-by-n parity-check matrix H consisting of 
m linearly independent rows. A coded sequence of n bits needs to satisfy all m parity-check 
equations corresponding to the m rows of H. An encoder maps an input frame of kn−m 
information bits uniquely into a codeword of n bits. 

Two LDPC codes are specified, with codeword lengths (n=128, k=64) and (n=512, k=256), 
so that both have code rate r=k/n=1/2. 

4.2 SPECIFICATION 

4.2.1 PARITY CHECK MATRICES 

The H matrices shall be constructed from M×M submatrices, where M=k/4=n/8.  They are 
specified as: 
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where I
M

 and 0
M

 are the M×M identity and zero matrices, respectively, and  is the first right 

circular shift of IM.  That is,  has a non-zero entry in row i and column j if j=i+1 mod M.  It 
should be noted that 2 is the second right circular shift of IM, etc., and 0=IM.  The  
operator indicates modulo-2 addition. 

4.3 ENCODING PROCEDURE 

4.3.1 One method for producing codewords consistent with the parity-check matrices is to 
perform matrix multiplication by block-circulant generator matrices. These matrices shall be 
constructed as follows: 

1) P shall be the 4M × 4M submatrix of H consisting of the last 4M columns, and Q 
shall be the 4M ×M submatrix of H consisting of the first 4M columns; 

2) W  (P1Q)T  shall be computed, where the arithmetic is performed modulo-2; 

3) the matrix G  I4 M W   shall be constructed, where I4M is the 4M ×4M identity 

matrix, and W is a dense matrix of circulants of size 4M ×M. 

4.3.2 Another method for producing codewords consistent with the parity-check matrices is 
to construct the matrices W from the hexadecimal values in tables 4-1 and 4-2: 

a) rows 1, M+1, 2M+1, and 3M+1 shall be found by converting the hexadecimal values 
to binary strings; 

b) the other rows shall be constructed from right circular shifts of those strings. 

Table 4-1:  Generator Matrix for (n=128,k=64) LDPC Code 

G64×128  

   Row 1 0E69 166B EF4C 0BC2 

   Row 17 7766 137E BB24 8418 

   Row 33 C480 FEB9 CD53 A713 

   Row 49 4EAA 22FA 465E EA11 
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Table 4-2:  Generator Matrix for (n=512,k=256) LDPC Code 

G256×512 

  Row 1 1D21794A22761FAE 59945014257E130D 74D6054003794014 2DADEB9CA25EF12E 

  Row 65 60E0B6623C5CE512 4D2C81ECC7F469AB 20678DBFB7523ECE 2B54B906A9DBE98C 

  Row 129 F6739BCF54273E77 167BDA120C6C4774 4C071EFF5E32A759 3138670C095C39B5 

  Row 193 28706BD045300258 2DAB85F05B9201D0 8DFDEE2D9D84CA88 B371FAE63A4EB07E 

4.4 FILL DATA 

4.4.1 If the Transfer Frame(s) to be transmitted in a CLTU do not fit exactly within an 
integral number of LDPC codewords, then ‘fill’ bits shall be appended to the (last) Transfer 
Frame to be transmitted in the CLTU until an integral number of LDPC codewords is 
completed. 

4.4.2 The pattern of the fill shall consist of a sequence of alternating ‘ones’ and ‘zeros’, 
starting with a ‘zero’. 

4.4.3 The fill data shall be added before randomization and randomized with the Transfer 
Frame. 

NOTE – The Synchronization and Channel Coding Sublayer may require the introduction 
of these fill data in the encoding process; they are not removed by the decoding 
process. Removal of fill is the responsibility of the sublayer above, which 
delimits the end of the Transfer Frame(s) and discards extraneous bits (e.g., fill). 

4.5 DISCUSSION—DECODING PROCEDURE 

An LDPC code is generally decoded using ‘soft symbols’, rather than the binary ‘hard 
symbols’ typically used for a BCH code.  This provides a performance improvement of about 
2 dB, but depends on a receiver that can produce soft outputs.  This modification is not 
mandatory, however, since a belief propagation decoder can also operate on binary symbols. 
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5 COMMUNICATIONS LINK TRANSMISSION UNIT 

5.1 INTRODUCTION 

5.1.1 Synchronization for the Codeblockcodeword and delimiting of the beginning of user 
data are provided by the Communications Link Transmission Unit (CLTU) data structure. 

5.1.2 Resolution of data ambiguity (sense of ‘1’ and ‘0’) when receiving the symbol stream 
shall be a service of the Synchronization and Channel Coding Sublayer if it is not performed 
by the Physical Layer (e.g., with a differential modulation technique).  In the 
Synchronization and Channel Coding Sublayer, ambiguity resolution shall use inherent 
information in the CLTU Start Sequence. 

5.2 CLTU UNIT FORMAT 

5.2.1 STRUCTURE OF A CLTU 

The CLTU is the data structure which carries the data as a contiguous series of encoded BCH 
Codeblockscodewords across the Synchronization and Channel Coding Sublayer.  The data 
contained in the BCH Codeblockscodewords in the CLTU consist of Transfer Frame(s) from 
the sublayer above (possibly with fill data).  The CLTU has the structural components shown 
in figure 5-1 when BCH coding is used, and in figure 5-2 when LDPC coding is used. 

COMMUNICATIONS LINK TRANSMISSION UNIT

START
SEQUENCE

TAIL
SEQUENCE

LENGTH OF
ONE BCH

CODEBLOCK

ENCODED DATA

BCH CODEBLOCKS16 BITS

 

COMMUNICATIONS LINK TRANSMISSION UNIT

START
SEQUENCE

TAIL
SEQUENCE

64 BITS

ENCODED DATA

BCH CODEWORDS
64 BITS EACH

16 BITS

 

Figure 5-1:  Components of the CLTU when BCH Coding Is Used 
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COMMUNICATIONS LINK TRANSMISSION UNIT

START
SEQUENCE

TAIL
SEQUENCE
(OPTIONAL)

64 BITS
(OPTIONAL)

ENCODED DATA

LDPC CODEWORDS
64 BITS EACH

64 BITS

 

Figure 5-2:  Components of the CLTU when LDPC Coding Is Used 

5.2.2 START SEQUENCE 

5.2.2.1 The CLTU Start Sequence field shall delimit the start of the encoded data within 
the CLTU.  It consists 

5.2.2.2 When using BCH coding, the Start Sequence shall consist of a 16-bit 
synchronization pattern with low autocorrelation side lobes and shall have the following 
pattern: 

BIT 0 BIT 15

1 1 1 1 1 1 1 10 0 0 0 0 0 0 0

 

5.2.2.3 When using LDPC coding, the Start Sequence shall consist of the following 64-bit 
synchronization pattern: 

00000011 01000111 01110110 11000111 00100111 00101000 10010101 10110000 
 
BIT 0 BIT 63

NOTE – In hexadecimal, this pattern is 0347 76C7 2728 95B0. 

5.2.3 ENCODED DATA 

The Encoded Data field shall consist of a set of BCH Codeblockscodewords which have been 
encoded in accordance with either the BCH Codeblockcodeword encoding procedure in 
section 3 or the LDPC codeword encoding procedure in section 4.  In addition to error control 
bits, these Codeblockscodewords contain the Transfer frame(s), plus any fill data that were 
appended to meet codeblockcodeword length constraints.  The Transfer Frames contained in 
the Encoded Data field may have been randomized before encoding, or not randomized, as 
selected for the missionmust be randomized if LDPC coding is used; randomization is optional 
with BCH coding. 
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5.2.4 TAIL SEQUENCE 

The CLTU Tail Sequence field is a data structure which is constructed specifically to be a 
noncorrectable sequence which delimits the end of a CLTU by stopping the decoding 
process.  The Tail Sequence shall have the same length as the BCH Codeblock that is being 
used.  The Tail Sequence shall consist of leading octets having the pattern 11000101, 
repeated as necessary until the next-to-last octet of the Tail Sequence field is reached.  The 
last octet completes the Tail Sequence field, and always has the pattern 01111001.  
Therefore, the bit pattern for the standard Tail Sequence may be described as follows: 

Tail Sequence Pattern 

5.2.4.1 Discussion 

The CLTU Tail Sequence field is a 64-bit pattern that may be used to delimit the end of a 
CLTU.  The same tail sequence is specified for both BCH and LDPC codes, though it is 
optional with LDPC codes and is detected in a different manner.  

With BCH codes, the tail sequence is mandatory, and is constructed specifically to be a 
noncorrectable sequence which stops the decoding process. 

With LDPC codes, the tail sequence is optional.  A traditional LDPC decoder will reliably 
fail to decode when it over-runs the end of a CLTU, and this property may be used to stop 
the decoding process without the need for a tail sequence.  Different decoding algorithms 
may not have this property, and such a decoder may be used if the tail sequence is 
transmitted at the end of each CLTU. 

5.2.4.2 Requirement 

The Tail Sequence shall consist of the following 64-bit pattern: 

11000101 11000101 11000101 11000101 11000101 11000101 11000101 11000101 01111001
 
BIT 0 BIT 63

NOTES –  

1 In hexadecimal, this pattern is C5C5 C5C5 C5C5 C579. 

2 A pattern of alternating ‘zeros’ and ‘ones’ identical to the Idle Sequence throughout 
the length of a Codeblockcodeword was defined in the first issue of reference [D2].  
The new pattern introduced later and specified above is preferred for new designs 
because of its improved performance. 
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5.3 CLTU RECEPTION LOGIC 

The CLTU Reception Logic at the receiving end is presented in state diagram form 
(figure 5-3).  To support the state diagrams, a list of ‘states’ and ‘events’ is given in tables 5-1 
and 5-2.  There are three states and four events. 

S3
(DECODE)

S2
(SEARCH)

S1
(INACTIVE)

E1

E2

E2

E3

E4

 

S3
(DECODE)

S2
(SEARCH)

S1
(INACTIVE)

E1

E2

E2

E3

E4

E5 (optional)

 

Figure 5-3:  CLTU Reception State Diagram (Receiving End) 
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Table 5-1:  CLTU Reception States (Receiving End) 

State 
Number 

State 
Name 

State 
Definition 

S1 INACTIVE The communications channel is INACTIVE (i.e., 
‘no bit lock is achieved’, or, alternatively, ‘no bit 
modulation is detected’). 

S2 SEARCH The incoming bit stream is searched, bit by bit, 
for the Start Sequence pattern. 

S3 DECODE 1) BCH CodeblocksCodewords, which are either 
free of error or which can be corrected, are 
received, decoded, and derandomized (if 
usednecessary), and their contents are 
transferred to the sublayer above. 

2) Optional: Following each codeword, the 
incoming bit stream is compared to the Tail 
Sequence pattern. 

Table 5-2:  CLTU Reception Events (Receiving End) 

 

Event 
Number 

Event 
Name 

Event 
Definition 

E1 CHANNEL 
ACTIVATION 

Bit modulation is detected and bit lock is 
achieved:  channel bit stream is present. 

E2 CHANNEL 
DEACTIVATION 

Bit lock is lost or communications signal is lost: 
channel bit stream is NOT present. 

E3 START 
SEQUENCE 
FOUND 

The Start Sequence pattern has been detected, 
signaling the beginning of the first 
Codeblockcodeword of the CLTU. 

E4 CODEBLOCK 
CODEWORD 
REJECTION 

The decoder has indicated uncorrected errors in 
a Codeblock.  No data from this 
Codeblockdecoding attempt are transferred to 
the sublayer above.  With LDPC codes, the 
search for the start sequence must resume at the 
beginning of the uncorrected codeword.  With 
BCH codes, the search may resume at the end 
of the uncorrected codeword. 

E5 TAIL SEQUENCE 
FOUND 

Optional: The tail sequence has been detected, 
signaling the end of a CLTU.  The search for the 
start sequence resumes at the end of the tail 
sequence. 
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NOTE – In the search for the Start Sequence in State 2, no error in the Start Sequence is 
allowed if the modified BCH code is decoded in the error-detecting mode; one 
error in the Start Sequence is allowed if the modified BCH code is decoded in the 
error-correcting mode. 

NOTE – When LDPC codes are used, a tail sequence is optional at the end of each CLTU.  
If a tail sequence is transmitted, one may wish to check for its presence, e.g., with 
a correlator, rather than relying on the decoder to fail at the end of the CLTU.  If 
so, one must allow for data ambiguity (sense of ‘1’ and ‘0’).  When BCH codes 
are used, it is standard practice to rely on codeword rejection when the decoder 
encounters the tail sequence. 
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X8 X7 X6 X5 X4 X3 X2 X1

= Modulo-2 adder
(Exclusive-OR)

= Single Bit Delay

Random sequence

Initialize to an ‘all ones’ state.

INPUT DATA

RANDOMIZED
INPUT DATA

 

Figure 6-1:  Bit Transition Generator Logic Diagram 

6.3 APPLICATION OF THE RANDOMIZER 

6.3.1 The randomization shall be applied at the transmitting end, and it shall be applied 
only to the Transfer Frame(s).  The BTG shall be preset to the ‘all-ones’ state at the start of 
Transfer Frame(s) and then shall be exclusively ORed, bit by bit, with the Transfer Frame(s) 
until the process ends with the last bit of the Transfer Frame(s) to be transmitted in a CLTU.   

6.3.2 The randomization may also be applied to the fill data added after the end of the 
Transfer Frame(s) to complete the last Codeblockcodeword of the CLTU, but doing so is 
optional. 

6.3.3 At the receiving end, the derandomization shall be applied to the successfully 
decoded data.  The BTG remains in the ‘all-ones’ state until the CLTU Start Sequence has 
been detected.  The BTG pattern shall be exclusively ORed, bit by bit, to the successfully 
decoded data (after the Error Control Bits have been removed).  The BTG shall be reset to 
the ‘all-ones’ state following a failure of the decoder to successfully decode a BCH 
Codeblockcodeword or other loss of data. 
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7.2.3 CLTU 

The CLTU is the data structure (symbol sequence) furnished from the Synchronization and 
Channel Coding Sublayer, and defined in 5.2.  It contains the data symbols that are to be 
transmitted to the receiving end.  Each Codeblockcodeword within the CLTU, having the 
format specified in 3.2, shall provide at least 2 data transitions per Codeblockcodeword.  If 
the receiver symbol synchronization design necessitates more frequent transitions, either the 
CLTU as delivered to the Physical Layer must have been randomized as described in section 
6, or the Physical Layer must invoke a technique (modulation type, phase-coherent data and 
subcarrier, or other) to guarantee sufficiently frequent transitions for adequate symbol 
synchronization. 

7.2.4 IDLE SEQUENCE 

The Idle Sequence is the data structure which provides for maintenance of symbol 
synchronization in the absence of CLTUs.  The bit pattern is a sequence of alternating ‘ones’ 
and ‘zeros’.  The length of the Idle Sequence is an unconstrained number of bits. 

NOTE – In the first issue of reference [D2], the Idle Sequence was constrained to begin 
with a ‘zero’ to be continuous with the CLTU Tail Sequence.  Because of the 
improved performance of the Tail Sequence introduced later and specified in this 
Recommended Standard, the constraint is no longer necessary. 

7.3 CARRIER MODULATION MODES 

7.3.1 A PLOP consists of a sequential application of the various Carrier Modulation Modes 
(CMMs) in order to activate and deactivate the physical communications channel. 

7.3.2 CMMs consist of different states of data modulation upon the RF carrier which 
creates the physical communications channel.  The physical methods of modulating the 
carrier are described in reference [4].  The Carrier Modulation Modes are shown in table 7-1. 
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1. CMM-1: UNMODULATED CARRIER ONLY

2. CMM-2: CARRIER MODULATED WITH
ACQUISITION SEQUENCE

3. (CMM-4): (OPTIONAL: CARRIER MODULATED
WITH IDLE SEQUENCE)

4. CMM-3: CARRIER MODULATED WITH DATA:
TRANSMIT ONE CLTU

5. (CMM-4): (OPTIONAL: CARRIER MODULATED
WITH IDLE SEQUENCE)

6. CMM-1: UNMODULATED CARRIER ONLY

BEGIN COMMUNICATIONS SESSION

END COMMUNICATIONS SESSION  

Figure 7-1:  Sequence of CMMs Composing PLOP-1 

7.5 PLOP-2 

7.5.1 PLOP-2 is a procedure whereby the physical communications channel is not 
deactivated after each transmitted CLTU.  The termination of an individual CLTU shall be 
provided only through the data path, using the CLTU Tail Sequence and, optionally, Idle 
Sequence.  This places the receiver in the SEARCH state (S2) (see 5.3) after each CLTU.  
The receiver is forced into the INACTIVE state (S1) by deactivating the physical 
communications channel only at the end of transmission of a series of CLTUs, which may or 
may not be followed by an Idle Sequence. 

7.5.2 It should be noted that when operating with PLOP-2, it is recommended that a 
minimum Idle Sequence of one octet be systematically inserted between each CLTU to 
eliminate the small but finite possibility of synchronization lockout.  Such a lockout may 
occur if the start pattern of one CLTU is not detected (leaving the receiver in SEARCH state) 
and a start pattern exists over the last bits of the last BCH Codeblockcodeword of that CLTU 
and the first bits of its Tail Sequence.  This creates an erroneous but temporary CLTU start 
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8 MANAGED PARAMETERS 

8.1 OVERVIEW OF MANAGED PARAMETERS 

In order to conserve bandwidth on the space link, some parameters associated with 
synchronization and channel coding are handled by management rather than by inline 
communications protocol.  The managed parameters are those which tend to be static for 
long periods of time, and whose change generally signifies a major reconfiguration of the 
synchronization and channel coding systems associated with a particular mission.  Through 
the use of a management system, management conveys the required information to the 
synchronization and channel coding systems.  

In this section, the managed parameters used by synchronization and channel coding systems 
are listed.  These parameters are defined in an abstract sense and are not intended to imply 
any particular implementation of a management system. 

8.2 MANAGED PARAMETERS FOR BCH CODING 

Table 7-1 lists the managed parameters for BCH coding. 

Table 7-1:  Managed Parameters for BCH Coding 

Managed Parameter Allowed Values 

Decoding Mode Error-Detecting, Error-
Correcting 

8.2 MANAGED PARAMETERS FOR BCH AND LDPC CODING 

Table 8-1 lists the managed parameters common to both BCH and LDPC coding.  Table 8-2 
lists additional managed parameters specific to BCH coding.  Table 8-3 lists additional 
managed parameters specific to LDPC coding. 

Table 8-1:  Managed Parameters for Both BCH and LDPC Codes 

Managed Parameter Allowed Values 

Error Correcting Code Type BCH, LDPC 

Maximum CLTU Length (octets) Integer 

Maximum value for the Repetitions parameter 
NOTE – If the maximum value is 1, then the repeated 
transmissions option is not available. 

Integer 

Physical Layer Operations Procedure PLOP-1, PLOP-2 
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Table 8-2:  Additional Managed Parameters when the BCH Code Is Used 

Managed Parameter Allowed Values 

Decoding Mode Error-Detecting, Error-Correcting 

Allowed Number of Errors in Start Sequence 0,1 

Randomizer Used, Not used 

Table 8-3:  Additional Managed Parameters when an LDPC Codes Is Used 

Managed Parameter Allowed Values 

Code length (n=128, k=64), (n=512, k=256) 

Tail sequence Used, Not used 

NOTE – When an LDPC code is used, one typically would not use a ‘hard correlator’ that 
counts the number of errors in a tentative start sequence.  Instead, an algorithm 
based on ‘soft symbols’ would be more reliable at low Signal to Noise Ratio (SNR), 
and so it is not meaningful to specify an allowed number of errors in the start 
sequence.  Likewise, an LDPC decoder typically works from soft symbols as well, 
and does not have explicit error detecting and error correcting modes. 

8.3 MANAGED PARAMETERS FOR CLTU 

Table 8-4 lists the managed parameters for CLTU. 

Table 8-4:  Managed Parameters for CLTU 

Managed Parameter Allowed Values 

Maximum CLTU Length (octets) Integer 

Allowed Number of Errors in Start Sequence 0, 1 
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ANNEX B 
 

SECURITY, SANA, AND PATENT CONSIDERATIONS 
 

(INFORMATIVE) 

B1 SECURITY CONSIDERATIONS 

B1.1 SECURITY BACKGROUND 

It is assumed that security is provided by encryption, authentication methods, and access 
control to be performed at higher layers (Application and/or Transport Layers). Mission and 
service providers are expected to select from recommended security methods, suitable to the 
specific application profile. Specification of these security methods and other security 
provisions is outside the scope of this Recommended Standard. The coding sublayer has the 
objective of delivering data with the minimum possible amount of residual errors. The LDPC 
codes are very good at detecting any uncorrectable errors, as is the BCH code when used in 
its error-detect mode, or when used in conjunction with the Frame Error Control Field 
(FECF).  However, there remains an extremely low probability that additional undetected 
errors may escape this scrutiny. These errors may affect the encryption process in 
unpredictable ways, possibly affecting the decryption stage and producing data loss, but will 
not compromise the security of the data. 

B1.2 SECURITY CONCERNS 

Security concerns in the areas of data privacy, authentication, access control, availability of 
resources, and auditing are to be addressed in higher layers and are not related to this 
Recommended Standard. The coding sublayer does not affect the proper functioning of 
methods used to achieve such protection at higher layers, except for undetected errors, as 
explained above.  

The physical integrity of data bits is protected from channel errors by the coding systems 
specified in this Recommended Standard. In case of congestion or disruption of the link, the 
coding sublayer provides methods for frame resynchronization.  

B1.3 POTENTIAL THREATS AND ATTACK SCENARIOS 

An eavesdropper can receive and decode the codewords, but will not be able to get to the 
user data if proper encryption is performed at a higher layer. An interferer could affect the 
performance of the decoder by congesting it with unwanted data, but such data would be 
rejected by the authentication process. Such interference or jamming must be dealt with at 
the Physical Layer and through proper spectrum regulatory entities. 
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B1.4 CONSEQUENCES OF NOT APPLYING SECURITY 

There are no specific security measures prescribed for the coding sublayer. Therefore 
consequences of not applying security are only imputable to the lack of proper security 
measures in other layers. Residual undetected errors may produce additional data loss when 
the link carries encrypted data. 

B2 SANA CONSIDERATIONS 

The recommendations of this document do not require any action from SANA. 

B3 PATENT CONSIDERATIONS 

CCSDS member agencies have not filed any patents specific to the proposed (128,64) and 
(512,256) LDPC codes described in section 5, and CCSDS is not aware of any patents that 
apply to these codes in particular.  There are dozens, probably hundreds, of patents filed on 
the general topics of LDPC codes and LDPC decoders.  In this environment, it is impossible 
to know what is covered and what is not.  However, many companies have successfully 
implemented commercial products including LDPC encoders and decoders. 
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ANNEX C 
 

ACRONYMS AND TERMS 
 

(INFORMATIVE) 

This annex lists key acronyms and terms that are used throughout this Recommended 
Standard to describe synchronization and channel coding. 

C1 ACRONYMS 

BCH Bose-Chaudhuri-Hocquenghem 

BTG Bit Transition Generator 

CCSDS Consultative Committee For Space Data Systems 

CLTU Communications Link Transmission Unit 

CMM Carrier Modulation Mode 

FECF Frame Error Control Field 

LDPC Low Density Parity Check 

MSB Most Significant Bit 

NRZ-M Non-Return-to-Zero-Mark 

PLOP Physical Layer Operations Procedure 

C2 TERMS 

Acquisition Sequence:  A specific high transition density bit pattern transmitted to permit 
the receiving end to acquire symbol synchronization. 

Bit Transition Generator:  A generator that produces a specific random sequence of 255 
bits to be ORed with the Transfer Frame(s) to increase the frequency of bit transitions 
(between ‘1’ and ‘0’).  No additional bits are added by this process. 

Carrier Modulation Mode:  The mode of modulation determined by the data type being 
used to modulate the RF carrier or subcarrier. 

Channel Coding Sublayer:  (See Synchronization and Channel Coding Sublayer.) 
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Codeblock: A fixed-length data entity containing information and check bits that have been 
structured by an encoding algorithm.Through issue 2 of this Recommended Standard, the 
term Codeblock was used to identify ‘A fixed-length data entity containing information and 
check bits that have been stuctured by an encoding algorithm’.  As of issue 3, this term has 
been changed to ‘codeword’ for consistency with common usage. 

Codeword:  One of the sequences in the range of the one-to-one transformation performed 
by an encoder.  A codeword of an (n,k) block code is a sequence of n channel symbols which 
are produced by encoding a sequence of k information bits. 

Coding Sublayer:  (See Synchronization and Channel Coding Sublayer.) 

Communications Link Transmission Unit:  A Synchronization and Channel Coding 
Sublayer data entity which is used to synchronize and delimit the beginning of a continuum 
of bits consisting of a Start Sequence followed by an integral number of 
Codeblockscodewords and a Tail Sequence. 

Communications Session:  A continuous period of time during which the signal path is 
established for the communications channel. 

Data Link Layer:  The layer which provides means for transferring data supplied by users 
(i.e., Network Layer entities) using the capability provided by the Physical Layer.  It detects 
and possibly corrects error which may occur in the Physical Layer. 

Decoding (Hard Decision):  A Synchronization and Channel Coding Sublayer algorithmic 
process which utilizes the check bits contained in a Codeblockcodeword for detecting or 
correcting errors in the information bits.  The check bits are then removed before the 
information bits are outputted. 

Decoding (Soft Decision):  A Synchronization and Channel Coding Sublayer algorithmic 
process which uses quantization of the detector output into n levels for each received bit to 
decide upon the most likely Codeblockcodeword and to estimate the reliability of that 
decision.  The check bits are then removed before the best-estimate information bits and any 
reliability information is outputted. 

Encoded Data:  The data contained in a Codeblockcodeword. 

Encoding:  As used in this document, a Synchronization and Channel Coding Sublayer 
algorithmic process which adds check bits to a series of information bits to create a 
Codeblockcodeword. 

Event:  As used in this document, an action which causes the CLTU Reception Logic to 
change states. 
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Fill:  Bits appended by the Synchronization and Channel Coding Sublayer to the Transfer 
Frame(s) to enable the data entity to exactly fit an integer number of Codeblockscodewords.  
These fill data ARE transmitted and must be removed by the sublayer above.  The pattern of 
the Fill shall consist of a sequence of alternating ‘ones’ and ‘zeros’ starting with a ‘zero’. 

Filler Bit:  The last bit of the last octet of a BCH Codeblockcodeword to provide an overall 
codeblockcodeword length which is an integer number of octets.  The Filler Bit shall always 
be a zero. 

Idle Sequence:  A specific high transition density bit pattern transmitted during a 
communications session in the absence of a CLTU to maintain symbol synchronization in the 
channel. 

Logical Link Sublayer:  That sublayer of the Data Link Layer used by CCSDS space link 
protocols which generates a stream of Transfer Frames from data supplied by users of the 
Data Link Layer. 

Octet:  A contiguous string of 8 bits; an 8-bit word. 

Physical Layer:  The layer below the Synchronization and Channel Coding Sublayer which 
provides the RF channel.  At the sending end it provides the radio frequency and modulation 
techniques required to create and operate the channel.  At the receiving end it provides the 
reception, demodulation, and symbol synchronization for the channel. 

Physical Layer Operations Procedure:  A specific procedure of the Physical Layer 
designed to activate and deactivate the physical communications channel by invoking RF 
carrier and modulation techniques. 

Pseudo-Randomization:  Pseudo-Randomization, herein called Randomization, is a 
bandwidth-efficient technique of algorithmically translating the data bits to insure frequent 
bit transitions in the communications channel. 

Reliable:  Meets the quality, quantity, continuity and completeness criteria which are 
specified by the communications system. 

Start Sequence:  A specific bit pattern at the beginning of a CLTU having a high 
autocorrelation function following an Idle or Acquisition Sequence and which:  a) 
synchronizes start of a CLTU; b) delimits start of first Codeblockcodeword; and c) resolves 
the sense of a ‘1’ and ‘0’ in the CLTU, if necessary. 

Symbol:  A bit in an encoded data stream. 

Synchronization and Channel Coding Sublayer:  That sublayer of the Data Link Layer 
used by CCSDS space link protocols which uses a prescribed coding technique to reliably 
transfer Transfer Frames through the potentially noisy Physical Layer. 

Tail Sequence:  A specific data pattern which delimits the end of a CLTU. 
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ANNEX D 
 

INFORMATIVE REFERENCES 
 

(INFORMATIVE) 

[D1] Organization and Processes for the Consultative Committee for Space Data Systems. 
Issue 34. CCSDS Record (Yellow Book), CCSDS A02.1-Y-34. Washington, D.C.: 
CCSDS, July 2011April 2014. 

[D2] Telecommand Part 1—Channel Service. Issue 3-S. Recommendation for Space Data 
System Standards (Historical), CCSDS 201.0-B-3-S. Washington, D.C.: CCSDS, (June 
2000) August 2005. 

NOTE – Normative references are listed in 1.7. 
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ANNEX E 
 

CHANGES FROM REFERENCE [D2] 
 

(INFORMATIVE) 

E1 GENERAL 

This Recommended Standard is developed from the specifications regarding synchronization 
and channel coding in older CCSDS Recommended Standard (reference [D2]), but a few 
technical specifications in reference [D2] have been changed in order to define all Space 
Data Link Protocols in a unified way.  These technical changes are described in E2.  Also, 
some technical terms in reference [D2] have been changed in order to unify the terminology 
used in all the CCSDS Recommended Standards that define space link protocols and to 
define these schemes as general communications schemes.  These terminology changes are 
listed in E3. 

E2 TECHNICAL CHANGES 

E2.1 INPUT DATA 

In reference [D2], it is assumed that the Synchronization and Channel Coding Sublayer 
accepts any data units given by the upper sublayer.  In this Recommended Standard, 
however, it is assumed that the Synchronization and Channel Coding Sublayer only accepts 
Transfer Frames defined by the TC Space Data Link Protocol (reference [1]) in order to 
present the specifications more concretely. 

E2.2 SERVICE SPECIFICATION 

In reference [D2], the service specification was provided in annex B in an informal way.  In 
this Recommended Standard, the service specification is provided in annex A using the 
convention defined in reference [3].  Although the format of the specification has been 
changed, annex A of this Recommended Standard provides essentially the same service as 
that of annex B of reference [D2]. 

E3 TERMINOLOGY CHANGES 

Tables E-1 lists the terms that have been changed from reference [D2]. 
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Table E-1:  Terms That Have Been Changed from Reference [D2] 

 

Terms Used in Reference [D2] Terms Used in This 
Recommended Standard 

Command Link Transmission Unit Communications Link Transmission 
Unit 

Encoded TC Data Encoded Data 

TC Channel Service Channel Coding Sublayer 

TC Channel Service Logic CLTU Reception Logic 

TC Codeblock BCH Codeblock 

Telecommand bit stream Channel bit stream 

Telecommand channel Communications channel 

 

 


